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1. Introduction

Queen Victoria Hospital NHS Foundation Trust collects and uses personal data about people to carry out its business activities and fulfil statutory obligations. This data covers current, past and prospective patients,  employees,  suppliers  and  clients/customers with whom it communicates.

Any personal information must be dealt with properly however it is collected, recorded and used, whether on paper, in a computer or server, or recorded in other media, and there are safeguards to ensure this in the Data Protection Act 1998.

This policy relates to all personal data held by the Trust, in any form for which the Trust is the Data Controller. It applies to all employees and any other person or external data processor that has access to Trust personal information.

2. Definitions

2.1 Personal Data
Personal Data under the Act is defined as, data relating to a living individual who can be identified from that data, or from that data combined with other information that is in the possession of, or is likely to come into the possession of the data controller.

Personal data includes an expression of opinion about the individual and any indication of the intentions of the data controller, or any other person in respect of the individual.

2.2 Sensitive Personal Data
Sensitive personal data means personal data consisting of information as to -
(a) the racial or ethnic origin of the data subject, (b) his political opinions,
(c) his religious beliefs or other beliefs of a similar nature,
(d) whether he is a member of a trade union (within the meaning of the
Trade Union and Labour Relations (Consolidation) Act 1992), (e) his physical or mental health or condition,
(f) his sexual life,
(g) the commission or alleged commission by him of any offence, or
(h) any proceedings for any offence committed or alleged to have been committed  by  him,  the  disposal  of  such  proceedings  or  the sentence of any court in such proceedings.

2.3 Data Controller
Data controller means a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed.

2.4 Data Processor
Data processor, in relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller.

3. Scope


Queen Victoria Hospital NHS Foundation Trust fully endorses and adheres to the Principles of Data Protection as set out in the Data Protection Act 1998. The Trust will therefore aim to ensure that all employees, contractors, agents, consultants, partners, external agencies or other persons working for the Trust who have access to any personal data held by or on behalf of the Trust, are fully aware of and abide by their duties and responsibilities under the Act.

4. Duties

4.1 Data Protection Officer
The  Data  Protection  Officer  (currently  the  Trust  Information Governance Lead), will promote this policy and assist with training and provide resources to departments to facilitate the correct processing of Requests for Access and other Data Protection related issues. They will also monitor departments to ensure compliance with statutory and regulatory obligations.

4.2 Trust Information Governance & Management Group
The Trust Information Governance & Management Group will provide support and approval for Data Protection enforcement and related initiatives at the Trust.

4.3 Trust Managers and Asset Owners
Mangers and asset owners are responsible for ensuring that the Trust Data Protection Policy is communicated and implemented within their area of responsibility.

4.4 All Staff
Individual employees will be responsible for compliance and understanding the principles of data protection including the identification of requests made under the Act.

Staff who breach the Data Protection Act may be subject to the Trust’s disciplinary procedure. Staff who break the law may be subject to prosecution.

5. The Data Protection Principles

5.1    The Data Protection Act 1998 stipulates that anyone processing personal data must comply with eight principles of good practice, these principles are legally enforceable

The principles require that personal information;

Shall  be  processed  fairly  and lawfully  and  in  particular,  shall  not be processed unless specific conditions are met;
Shall be obtained only for one or more specified and lawful purposes and shall not be further processed in any manner incompatible with that purpose or those purposes;
Shall  be  adequate,  relevant  and  not  excessive  in  relation  to  the purpose or purposes for which it is processed;
Shall be accurate and where necessary, kept up to date;
Shall not be kept for longer than is necessary for that purpose or those purposes;
Shall be processed in accordance with the rights of data subjects under the Act;
Shall be kept secure i.e. protected by an appropriate degree of security;
Shall  not  be  transferred  to   a   country  or  territory  outside  the European Economic  Area,  unless  that  country  or  territory  ensures an adequate level of data protection.

5.2     The   Act   provides   conditions for the processing of any personal data. It also makes a distinction between personal data and sensitive personal data.
5.3	The data subject also has rights under the Act. These are:
The right to be informed that processing is being undertaken.
The right of access to one’s personal information within a statutory 40 calendar days.
The right to prevent processing in certain circumstances.
The right to correct, rectify, block or erase information regarded as wrong information.

6. Compliance


6.1	In order to meet its obligations under the Data Protection Act, the Trust will ensure that:

•	There is an individual with specific  responsibility for data protection in the Trust (currently the Trust Information Governance Lead);
Everyone managing and handling personal information understands   that   they   are   contractually   responsible   for following good data protection practice;[image: ]


Everyone managing and handling personal information is appropriately trained to do so;[image: ]


Everyone managing and handling personal information is appropriately supervised;[image: ]


Anyone wanting to make enquiries about handling personal information, whether a member of staff, a patient or a member of the public, knows what to do;[image: ]


Queries about handling personal information are promptly and courteously dealt with;[image: ]


Methods of handling personal information are regularly assessed and evaluated;[image: ]




6.2	The Trust will, through appropriate management and the use of strict criteria and controls:


•	Observe fully conditions regarding the fair collection and use of personal information;
•	Meet its  legal  obligations to  specify the  purpose for  which information is used;
•	Collect and process appropriate information and only to the extent that it is needed to fulfil operational needs or to comply with any legal requirements;
•	Ensure the quality of information used;
•	Apply strict checks to determine the length of time information is held;
•	Take appropriate technical and organisational security measures to safeguard personal information;
[bookmark: _GoBack]•	Ensure that personal information  is not transferred abroad without suitable safeguards;
•	Ensure that the rights of Data Subjects can be fully exercised under the Act.

7. Training & Awareness


7.1 Data protection training – is part of information governance training and mandated on an annual basis for all persons either employed by or working at the Trust on a voluntary basis. This therefore includes locums, non-executive Directors, bank and volunteer staff. Board Members, Trust Directors and Governors will also receive update briefings on Information Security/Governance when appropriate.

7.2 Data Protection Act 1998 qualifications will be held by the Trust
Data Protection Officer.

7.3 Contracts of Employment – data protection requirements will be addressed at the recruitment stage and all contracts of employment will contain a confidentiality  clause.  Expectations of staff will be included within appropriate job definitions.

8. Equality

This policy and protocol will be equality impact analysed in accordance with the Trust Procedural Documents Policy, the results of which are published on our public website and monitored by the Equality and Diversity team.

9. Review


This policy will be reviewed in 3 years’ time. Earlier review may be required in response to exceptional circumstances, organisational change or relevant changes in legislation or guidance.

10.  Monitoring Compliance with this Policy

	
Activity  being monitored
	
Methodology to be used for monitoring
	
Responsibility for monitoring
	Frequency of
monitoring and reporting
	Process	for
review	and improvement

	Implementation
of DPP
	Awareness	through
communications
	IM&G Group
	Quarterly
	Written  status
reports

	Compliance
with	policies and procedures
	Trust	incident	&	risk
reporting.
	Trust	IM&G
Group.	IT department. Information
Asset	risk reports
	Monthly	as
minimum
	Written reports
for  review  by appropriate group

	Compliance
with procedures
	Connecting for Health IG
toolkit audit team
	CfH
	Annual
	Audit report to
Trust

	Compliance
with procedures
	Internal Audit team
	Internal auditors
	Annual
	Audit report to
Trust
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